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Cyber-crime: 
A 5 step plan to 
prepare and protect 
your business in 2021

Did you know that 

cyber-crime accounts 

for over $1 trillion 

in annual losses 

to the worldwide 

economy each year?
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Cyber-crime: Your business’s 
5 step plan to prepare and protect

The world economy loses more than $1 trillion to cyber-crime every year

Maybe you even know 
of a business that’s been 
affected? That’s possible 
because, in 2019, at least 
two-thirds of companies 
reported a cyber-related 
crime.

Many business owners 
have been stretched 
to the limit during the 
pandemic; it’s no wonder 
a few juggling balls have 
been dropped. This has, 
sadly, presented cy-
ber-criminals with new 
opportunities to take 
advantage.

But, if you have been 
putting off taking action 
to secure your business 
against cyber-crime – 
because you haven’t had 
time, and so far, it hasn’t 
affected you, now is the 
time to put it to the top 
of your agenda.

Cyber-criminals are 
getting braver and have 
access to clever auto-
mated technology that 
can detect your vulnera-
bilities.

You may be familiar 
with some of these—for 
example, ransomware. 
As the name suggests, 
it refers to the situation 
where they access then 
hold your data, and you 
must pay a ransom fee 
to unlock it.

Phishing is another that 
is familiar to most of us. 
It’s where you are fooled 
into clicking onto a link 
that allows the criminals 
to access your data.
The average cost of a 
data breach is estimat-
ed at £337,000, and we 
doubt you can afford to 
lose that, regardless of 
how well your business 
has ridden the Covid 
storm!

That figure accounts for:

• The ransom demanded 
to unlock your data 
• The cost of recovering 
your data and reversing 
any damage caused 
• Installing any neces-
sary security measures 
to stop it from happen-
ing again

Of course, aside from the 
financial implications, 
also to consider is the 
impact on your reputa-
tion.

None of us would relish 
the thought of calling 
our clients to tell them 
the info we hold on them 
has been accessed by 
criminals! 
And imagine if the local 
media decided to run 
a story on your misfor-

tune. How would that 
affect the trust you have 
built with your clients 
over many years?
These facts should also 
be considered:  

92% of companies 
hacked also report a 
huge impact on company 
performance and esti-
mate that nine hours of 
work time is lost per em-
ployee after a hacking 
incident.

So, the question is…
Can your business afford 
to be attacked by cy-
ber-criminals? We doubt 
it.
Yet despite the stagger-
ing figures mentioned 
at the start, it’s thought 
more than half of the 
companies current-
ly trading don’t have 
plans in place to prevent 
and/or respond to cy-
ber-crime - leaving them-
selves vulnerable to a 
cyber-attack.

Don’t let yours be one of 
them. Here’s our recom-
meneded 5 step plan to 
perpare for an attack, 
and protect your busi-
ness.
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Because all the cyber-
criminals need is for an 
unwitting member of your 
team to open one bad 
link - just one!  That’s all 
that’s necessary to do some 
serious damage.

Phishing scams are 
becoming ever more 
sophisticated and are 
incredibly easy to fall foul 
of, regardless of how pc 
literate you are. These 
criminals use smart social 
engineering, and any one of 
us can be caught out if we 
don’t know what to look for.

If your team is aware of the 
potential risks and is then 
looking out for them and 
taking the right action, it will 
greatly reduce the chance 
of any vulnerabilities 
remaining open to attack.

With training, your team 
can learn some of the 
‘giveaway signs’ scam 
emails usually have. 

When it comes to cyber-attacks, would 
you believe us if we said: your people are 
your weakest link, not your devices and 
software?

For example:

•The sender’s email address
•The language used
•The design of the email 
and font used
•How to check if a link in the 
email is safe before clicking 
on it

Cyber-security training can 
also teach your team how 
to close RDP links (a term 
used for connecting one 
computer to another). And 
they can be taught to look 
for signs you may be under 
attack from ransomware.

Another area the training 
should focus on is the 
information criminals can 
get by looking on social 
media. 

The amount of work and 
socialising we do online 
today means there is much 
that can go wrong. But if 
your teams are trained and 
vigilant, you can reduce 
the risks to your business 
considerably.

Remember: as we become 
more aware of the risks and 
take countermeasures, the 
criminals work harder to 
stay one step ahead. Make 
sure you keep everyone’s 
training up to date – so 
it’s YOU who remains in 
control, not the criminals! 

TRAINING must form your 
first line of defence



• Some of our favourites are:
• Password managers to generate long, random character passwords. 

(And don’t worry – they remember them for you too!)
• Multi-factor authentication that requires you to enter a code from 

another device, proving it really is you logging in.
• VPNs (Virtual Private Networks) allow a secure connection to your 

business when it’s necessary to work remotely.
•  Encryption makes each device’s content appear as thousands of 

random characters to anyone who doesn’t have the encryption key. So 
in the unlikely event that a device is hacked, it’s one, not all, so only a 
temporary inconvenience, not a disaster. 

There are SO many tools available to help 
protect your business from cyber-criminals: 
the crime is if you don’t make use of them!
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Although we’ve listed 
these as our favourites 
and use them ourselves, 
there are many more 
available options to layer 

up your security. But 
we appreciate it can 
become complicated 
with so many options 
to choose from: so if 

you’re an IT Trouble 
Free client and need 
help to decide what 
would be the best 
choices for your 
business, let us know 
on our next visit. 

If you haven’t yet joined 
us, feel free to call for 
advice anyway! If we can 
share our experiences 
with any of these tools 
and help you, we would 
be happy to.

Use the available 
tools to protect your 
business



Back-up all data, 
all the time
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If we could choose only ONE thing to put in 
this guide, this is likely to be it.

Seriously. If you don’t have an 
automated backup system that 
saves your data each day and stores 
it somewhere other than your place 
of work – DO IT NOW. 

We don’t even mind if you stop 
reading this guide and call us for 
advice this second!

Keeping a copy of all of your data 
is your ‘get out of jail’ card. Because 
when you take this precaution, it 
means: if anything crashes, corrupts 
or is stolen, and you fall foul of 
ransom requests, you still have 
a copy of everything you need to 
continue functioning as a business.

If you’re smiling now - because 
you’ve been wise enough to do this, 
remember to check it’s working 
every day.

We regularly remind our clients 
this is an essential daily practice. 
But we do hear horror stories of 
(non-clients) who have fallen foul of 
a backup system that hasn’t, well… 
backed up!



If you do suffer a data breach – do you have 
a policy, protocol, and procedure (PPP) to 
follow?
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PROCEDURES are actions you needed to consider: 

• Who should be alerted if there is a suspected breach?
• What steps need to be taken by the person(s) to block the attack?
• What do you want others in the business to do to help? 

If you don’t, it’s time to get 
them sorted. Not seeing 
this as a priority could 
result in unnecessary 
headaches and lots of 
wasted time.
 
Trying to pull them together 
after a problem has 
occurred is like shutting the 
stable door after the horse 
has bolted.

Here’s what they do:

Once decided, your POLICY 

will dictate how your 
business will deal with 
a data breach or cyber-
attack. It’s a guide for all 
employees to follow to 
get them through with 
minimum negative impact 
and should, therefore, be 
as detailed as possible.

Include each step your 
team should take to 
keep your business safe 
during the breach—things 
like using a password 
manager and multi-factor 

authentication. A copy 
must be provided to each 
staff member and signed 
by them to show they 
understand what they 
need to do to minimise or 
negate risks.

Your PROTOCOL is a 
written plan. It should 
contain the procedures 
your team must follow in 
the event of a cyber-at-
tack.  

Many businesses also have a procedure for lost or stolen devices to be wiped 
remotely for ultimate peace of mind, which is a great idea.

Your PPP should be as accurate and detailed as possible. Your team should have NO 
doubts about what is expected of them during what could be a stressful time. If you 
haven’t experienced putting a PPP document together, your IT support partner will be 
able to offer guidance. 

The three peas…
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But we urge you to take that time as we guarantee it will be useful to you. 

We’ve discussed the basics you should be doing to cover yourself. But you may read it 
and know you want to go one step further and ‘bring in the experts’.
And you may already have a trusted IT Support Partner to monitor and maintain your 
devices and network: and identify issues before they arise. But if you don’t, the IT 
Trouble Free team would be more than happy to step in and help.

Our clients tell us that although it can seem tempting, often, it’s unrealistic to have a 
full-time employee on your team to do this work for you. It works better for many to 
know they have access to a specialist, outsourced team who can offer a whole range 
of expert advice they can trust.

And we want that for you too – whoever you choose as your support

At first glance, the information in this month’s guide 
can look complicated and time-consuming to digest.

Consult the experts



If you want honest, expert 
guidance to secure your business 
against cyber-crime and regular 
access to an IT Support Partner 
who is already working with many 
companies like yours, lets talk.. 

IT Trouble Free 
 

t: 01753 336 226 
e: hello@ittroublefree.co.uk


